
��Provider of Services for Smart Living

Taipower has integrated mobile digital technology and big data applications 
WR� ODXQFK�D�GHGLFDWHG� �7DLZDQ�3RZHU�$SS��DQG�DQ� �(OHFWULFLW\�8VDJH�
'LDJQRVLV�&HQWHU���7KHVH�SODWIRUPV�RIIHU�UHVLGHQWLDO�HOHFWULFLW\�FRQVXPSWLRQ�
analysis services and serve as integrated platforms for service applications, 
ELOO�LQTXLULHV�DQG�SD\PHQWV��FDVH�WUDFNLQJ��DQG�SXVK�QRWLĆFDWLRQV��$�GHGLFDWHG�
section for AMI services is also included.
As of the end of December 2024, the number of registered Taipower App 
XVHUV�UHDFKHG�������PLOOLRQ��7KHVH�XVHUV�KDG�OLQNHG�D�WRWDO�RI�������PLOOLRQ�
HOHFWULFLW\�DFFRXQW�QXPEHUV��LQFOXGLQJ���������ORZ�YROWDJH�$0,�XVHUV���
DPRQJ�ZKLFK�������PLOOLRQ�DFFRXQWV�KDG�FRPSOHWHG�LGHQWLW\�YHULĆFDWLRQ��
:LWK�WKH�JURZLQJ�QXPEHU�RI�ORZ�YROWDJH�$0,�XVHUV��7DLSRZHU�FRQWLQXHV�
to enhance AMI-related services within the app. Examples include offering 
HQHUJ\�VDYLQJ�UHFRPPHQGDWLRQV�EDVHG�RQ�XVHU�TXHVWLRQQDLUHV���3RZHU�
6DYLQJ�7LSV���DQG�VHQGLQJ�SXVK�QRWLĆFDWLRQV�IRU�SRZHU�RXWDJHV��WKHUHE\�
LPSURYLQJ�RYHUDOO�VHUYLFH�HIĆFLHQF\�

Innovative Services via the Taipower Mobile App
7DLSRZHU�FRQWLQXHV�WR�H[SDQG�SD\PHQW�RSWLRQV�DQG�SXVK�QRWLĆFDWLRQ�
features. For low-voltage AMI users, the app now offers visualized 
consumption charts, unbilled electricity data, tariff simulation, usage alerts, 
and residential electricity analysis to meet user needs and enhance service 
TXDOLW\�

Product Responsibility and Personal Data Protection
Taipower sets electricity tariffs in accordance with government regulations and manages 
customer information in compliance with the Personal Data Protection and Electricity 
$FWV��7KH�&RPSDQ\�FRQGXFWV�DQQXDO�UHYLHZV�RI�SHUVRQDO�GDWD�ĆOHV��H[DPLQLQJ�WKH�QHFHVVLW\�
RI�HDFK�GDWD�ĆHOG�WR�HQVXUH�DSSURSULDWH�SURWHFWLRQ�RI�SHUVRQDO�LQIRUPDWLRQ��&RQĆGHQWLDOLW\�
PHFKDQLVPV�DUH�LQ�SODFH�IRU�FXVWRPHU�LQIRUPDWLRQ��DQG�LGHQWLW\�YHULĆFDWLRQ�LV�UHTXLUHG�IRU�
HOHFWULFLW\�GDWD�LQTXLULHV��.H\�GDWDEDVHV�DUH�PRQLWRUHG�LQ�UHDO�WLPH�WKURXJK�DXGLW�V\VWHPV��
Abnormal records are reviewed monthly, and all inspections in 2024 were normal with 
no violations found.
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Personal Data Protection Measures

5HJXODU�5HYLHZV�DQG�8SGDWHV�$QQXDO�LQVSHFWLRQV�DQG�UHYLHZV�RI�SHUVRQDO�GDWD�ĆOHV�DQG�V\VWHPV�

&RQĆGHQWLDOLW\�0HFKDQLVPV�(VWDEOLVK�PHFKDQLVPV�WR�SUHYHQW�OHDNDJH�RU�PLVXVH�RI�FXVWRPHU�LQIRUPDWLRQ�

'HGLFDWHG�7DVN�)RUFH��(VWDEOLVK�D��3HUVRQDO�'DWD�)LOH�6HFXULW\�0DQDJHPHQW�7DVN�)RUFH��WR�GHYHORS�DQG�LPSOHPHQW�
WKH��3HUVRQDO�'DWD�3URWHFWLRQ�*XLGHOLQHV��DQG�D��6HFXULW\�0DLQWHQDQFH�3ODQ�DQG�3RVW�7HUPLQDWLRQ�+DQGOLQJ�
3URFHGXUHV�IRU�3HUVRQDO�'DWD�)LOHV��

Audit Mechanisms: Implement database audit mechanisms to ensure data processing complies with regulations.

'DWD�([FKDQJH�&RQWUROV�6WULFWO\�PDQDJH�GDWD�H[FKDQJHV�ZLWK�H[WHUQDO�HQWLWLHV�WR�SUHYHQW�LQIRUPDWLRQ�OHDNDJH�

8VHU�&RQVHQW�(OHFWULFLW\�XVDJH�LQIRUPDWLRQ�LV�GLVFORVHG�RU�TXHULHG�RQO\�ZLWK�XVHU�FRQVHQW�RU�OHJDO�DXWKRUL]DWLRQ��
DQG�LGHQWLW\�YHULĆFDWLRQ�LV�UHTXLUHG�

Data Storage:Strengthen storage and handling of electricity registration documents to ensure data security.

2QOLQH�$FFHVV�5HVWULFWLRQV�/LPLW�RQOLQH�DFFHVV�WR�ELOOLQJ�GDWD��GLVSOD\�SURPSWV�DQG�UHWDLQ�DXGLW�ORJV�IRU�LQWHUQDO�
LQTXLULHV�
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2024 Violations

Six Key Areas 
of AMI Service 

Applications

Electricity Retail Operations Information Services

Diverse 
Applications Tariff Solutions

Energy Conservation 
Services

Demand 
Response

Taipower has established an information and communication 
VHFXULW\� ULVN� PDQDJHPHQW� IUDPHZRUN� WKDW� FRYHUV� ERWK�
FRPSDQ\�OHYHO� DQG� GHSDUWPHQW�OHYHO� ULVN� PDQDJHPHQW��
,Q� OLQH�ZLWK� WKH�&RPSDQ\
V� ULVN�PDQDJHPHQW� SROLF\�� WKH�
IUDPHZRUN�LQFOXGHV�ULVN�LGHQWLĆFDWLRQ��DVVHVVPHQW��FRQWURO��
and monitoring to mitigate the impact of information security 
ULVNV�RQ�RSHUDWLRQV�DQG�WR�VXSSRUW�VXVWDLQDEOH�GHYHORSPHQW�
Taipower's information security policy is based on the ISO/
,(&�������LQWHUQDWLRQDO�VWDQGDUG�DQG�FRYHUV�DUHDV�VXFK�DV�
V\VWHP�LQYHQWRU\��ULVN�DVVHVVPHQW��YHQGRU�PDQDJHPHQW��DQG�
incident reporting.
In accordance with internal policies, Taipower implements the 
following information security management measures:

Taipower implements 
the following information 

security management measures

Personnel security 
management 
and training

Information asset 
security management

Vendor relationship 
security management

Network security 
management

System access 
control

Business 
continuity 
planning

Information security 
incident management

Smart Meters (AMI) Usher in a New Era of 
Energy Management

5.2 Strengthening Information Security

Information and Communication Security 
Risk Management Framework
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Information Security Management Performance and Results

Taipower's 
Information and 
Communication 
Security Policy

Open Data 
Section on 
WKH�2IĆFLDO�
Website

Management 
Aspect

Performance Indicator
Implementation 

in 2024

Organization
:KHWKHU�WKH�LQIRUPDWLRQ�VHFXULW\�SROLF\��DSSURYHG�E\�
management, has been communicated to all employees

Communicated

Asset :KHWKHU�DVVHWV�KDYH�EHHQ�FODVVLĆHG &ODVVLĆHG

5LVN
:KHWKHU�YXOQHUDELOLW\�VFDQV�DUH�FRQGXFWHG�TXDUWHUO\�RQ�
KRVWV�DQG�LPSURYHPHQWV�DUH�WUDFNHG

Scanned and 
improved

5LVN
:KHWKHU�WKH�XVH�RI�LQIRUPDWLRQ�DQG�FRPPXQLFDWLRQV�
technology (ICT) products from mainland Chinese 
PDQXIDFWXUHUV�LV�SURKLELWHG�WR�UHGXFH�F\EHUVHFXULW\�ULVNV�

Prohibited

Operations :KHWKHU�UHJXODU�SDWFKLQJ�DQG�XSGDWHV�DUH�FRQGXFWHG
Patched and 

updated

Continuity
:KHWKHU�DQQXDO�EXVLQHVV�FRQWLQXLW\�GULOOV�DUH�FRQGXFWHG�
for core ICT systems

Conducted

Training :KHWKHU�WZR�VRFLDO�HQJLQHHULQJ�GULOOV�DUH�KHOG�DQQXDOO\ Conducted

Testing
:KHWKHU�DQQXDO�SHQHWUDWLRQ�WHVWV�DUH�FRQGXFWHG�IRU�DOO�
core ICT systems

Conducted

Incident
:KHWKHU�LQFLGHQWV�DUH�KDQGOHG�LQ�DFFRUGDQFH�ZLWK�
Taipower's Information Security Incident Reporting and 
Response Procedures

Followed

In 2024, a total of 60 vulnerabilities were disclosed through 
Taipower's bug bounty program for white hat hackers, with 
approximately NT$1.32 million awarded in bonuses.

All results for 2024 were reviewed and found to be normal, with no violations of 
relevant regulations.

Q1

1.94 million 
attempts

Q2

4.21 million 
attempts

Q3

3.48 million 
attempts

Q4

2.42 million 
attempts

500

0

5.3 Promoting Energy Conservation
5.3.1 Promoting an Electricity-Saving Society
7DLSRZHU�KDV�SURPRWHG�SRZHU�VDYLQJ�LQFHQWLYHV�VLQFH�-XO\������WR�HQFRXUDJH�HQHUJ\�FRQVHUYDWLRQ��,Q�
������D�UHJLVWUDWLRQ�PHFKDQLVP�ZDV�LQWURGXFHG��XVHUV�VLJQLQJ�XS�YLD�WKH�ZHEVLWH��D�KRWOLQH��RU�DW�D�FRXQWHU�
UHFHLYH�17�����SHU�N:K�VDYHG��ZLWK�D�PLQLPXP�UHZDUG�RI�17����IRU�PRQWKO\�ELOOLQJ��DQG�17����IRU�
bimonthly billing.
7KH��3RZHU�,QVWDQW�DSS�UHJXODUO\�RIIHUV�HQHUJ\�VDYLQJ�PLVVLRQV��ZKHUH�XVHUV�HDUQ�SRLQWV�WR�UHGHHP�SUL]HV��
MRLQ�UDIćHV��RU�RIIVHW�ELOOV�KHOSLQJ�FXOWLYDWH�VDYLQJ�KDELWV��7DLSRZHU�DOVR�SURPRWHV�HQHUJ\�HGXFDWLRQ�WKURXJK�
service teams, community campaigns, and customized diagnostics.

302-5

Year

Amount of 
Electricity 

Saved (Billions 
of kWh)

Reward Amount 
for Saving 
Electricity

(NT$100 million)

CO2 Emission 
Reduction<br>
(10,000 metric 

tons)

Equivalent Number 
of Daan Forest Parks 

(CO2 absorption in 
one year)

2022 23.1 ���� 114 2,933

2023 ���� 14.5 90 2,302

2024 �� 14.0 �� 2,159

1.Based on the electricity emission 
FRHI I LF LHQW � R I � � ���� � NJ � &2 2e /
N:K� DQQRXQFHG� E\� WKH� (QHUJ\�
Administration under the MOEA 
in April 2024, and the 2020 report 
LQGLFDWLQJ�WKDW�RQH�'DDQ�)RUHVW�3DUN�
DEVRUEV�����PHWULF� WRQV� RI�&22 
annually.

2.Performance data includes users 
who completed registration for the 
UHZDUG�SURJUDP�������PLOOLRQ�XVHUV�
by the end of 2024).

3 . A n n u a l  e l e c t r i c i t y  s a v i n g s  a r e 
calculated using the previous year as 
the base year.

Notes:
Power-Saving Reward Performance

In 2024, Taipower's energy-saving education focused on six themes 
learning, doing, playing, listening, smelling, and seeing and used diverse and 
LQWHUDFWLYH�H[SHULHQFHV�WR�UDLVH�SXEOLF�DZDUHQHVV��)RXU�PDMRU�FDPSDLJQV�
ZHUH�KHOG���3RZHU�6DYLQJ�LQ�%XVLQHVV�DW�WKH�<LODQ�,QWHUQDWLRQDO�&KLOGUHQ
V�
)RONORUH�)HVWLYDO���3RZHU�6DYLQJ�1LJKW�6KRZ��DW�WKH�3HQJKX�0XVLF�	�/LJKW�
)HVWLYDO���+DYH�D�3RZHU�6DYLQJ�&XS��DW�WKH�<XQOLQ�7DLZDQ�&RIIHH�)HVWLYDO��
DQG�5XQ�IRU�3RZHU�6DYLQJ�DW�WKH�7LDQ]KRQJ�0DUDWKRQ�LQ�&KDQJKXD��
Taipower also organized 150 school-based events to educate children 
and families through fun activities.

To instill energy-saving habits at a young age, Taipower has used theater, magic shows, board games, and 
SLFWXUH�ERRNV�WR�KHOS�HOHPHQWDU\�VWXGHQWV�OHDUQ�DQG�VKDUH�SRZHU�VDYLQJ�NQRZOHGJH�DW�KRPH�DQG�LQ�WKHLU�
communities. The program also encourages people to use digital tools such as the Taipower app and e-bills 
to improve energy management.
,Q�������7DLSRZHU�LQYHVWHG�17��������PLOOLRQ��ZLWK�DQ�HVWLPDWHG�RXWUHDFK�RI����PLOOLRQ�SHUVRQ�WLPHV��
Moving forward, Taipower will continue to promote energy-saving culture across age groups and regions 
through innovative activities and cross-sector collaboration, fostering community participation and 
advancing toward net-zero emissions.

Number of Cyberattacks Targeting Taipower 
in 2024 (in 10,000s)

The"Power-Saving Infinity: Unlimited Happiness" Education Program
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https://service.taipower.com.tw/csr/governance/integrity-and-compliance
https://www.taipower.com.tw/2289/2406/2437/51029/46920/

