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Abstract

With the rapid development of smart grids and renewable energy, power systems are
increasingly exposed to sophisticated cybersecurity threats that can no longer be mitigated by
traditional physical isolation. The widespread deployment of Distributed Energy Resources (DER)
and digital substations has significantly expanded the attack surface of the grid, creating serious
challenges for operational stability and the protection of critical infrastructure.

ISA/IEC 62443, the international standard for industrial control system cybersecurity, provides
a comprehensive framework encompassing policy formulation, technical architecture, and lifecycle
management. [t has been incorporated into critical infrastructure cybersecurity regulations in major
economies such as the United States and the European Union. This paper focuses on the role of DER
and digital substations in smart grids, examining practical approaches for adopting the ISA/IEC
62443 standard, and offering recommendations to address challenges including cross-departmental
collaboration, legacy equipment, and supply chain security.

The proposed implementation strategy follows a three-phase deployment model : (1) current-
state assessment and risk baseline establishment, (2) implementation of core security controls, and
(3) continuous monitoring and improvement mechanisms. This is integrated with a three-dimensional
protection framework that addresses the management dimension (policy development and personnel
governance), the physical dimension (facility and equipment security), and the technical dimension
(communication protection and access control). By applying this strategy, power facilities can
strengthen the maturity of cybersecurity governance, enhance resilience against evolving threats,
achieve alignment with international standards, and establish a foundation for future regional
cooperation and regulatory compliance.
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Abstract

As cybersecurity threats continue to escalate in the digital era, Taipower has undertaken a phased
deployment of Intrusion Detection System (IDS) across industrial control environments, including
power generation, transmission, and distribution systems. The Operational Technology Intrusion
Detection System (OT-IDS) ensures secure monitoring and real-time alerting through traffic
recording and unidirectional gateways.

The deployment strategy follows a five-phase process, exploration, design, deployment, testing,
and delivery, each carefully planned with the guiding principle of maintaining stable and
uninterrupted field operations. By the end of 2024, IDS had been deployed at 23 sites, generating a
total of 234 alerts throughout the year. The majority of these alerts were related to unauthorized assets
entering the environment, underscoring the critical importance of preserving system isolation.

Looking ahead, Taipower will continue strengthening cybersecurity in its industrial control
environments. Planned initiatives include the adoption of USB offline scanning, endpoint protection,
and the deployment of OT Intrusion Detection and Prevention (IDP) systems. These measures are
designed to enable network micro-segmentation and anomaly blocking, thereby enhancing the overall
cybersecurity resilience of the smart grid.
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Abstract

IEC 61850 is an international communication standard for power systems that plays a vital role
in the digitalization of smart grids, especially in substation automation, by improving operational
efficiency and interoperability. However, as power grids become increasingly interconnected,
cybersecurity threats, including malware, denial-of-service (DoS) attacks, man-in-the-middle
(MiTM) attacks, and device vulnerabilities, pose growing risks to system stability and public safety.

This study investigates multiple protective strategies, including authentication techniques such
as Canvas fingerprinting, the application of intrusion detection systems (IDS) optimized for low-
latency environments, and the adoption of the IEC 62351 standard augmented with hardware
acceleration to reinforce communication security. Furthermore, it examines an OT-oriented defense-
in-depth approach and high-availability design based on the ISA99/Purdue model to ensure reliable
operation under extreme conditions.

Through this framework, the research provides practical references for building smart grid
infrastructures that balance performance and cybersecurity, thereby strengthening resilience and

ensuring both operational continuity and public safety.
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Abstract

This report analyzes the cybersecurity requirements and challenges faced by smart grids,
highlighting how the participation of diverse stakeholders, the integration of OT and IT technologies,
and the heterogeneity of devices and communication protocols have substantially expanded the attack
surface. To address these challenges, the international technical report IEC TR 62351-12 introduces
a five-layer security architecture for Distributed Energy Resources (DERs), designed to strengthen
protection mechanisms in power grid systems.

In addition, this report examines Al-related cybersecurity threats to smart grids, potential attack
motivations, and their implications for critical infrastructure. Using smart grids as a case study, it
illustrates the novel security risks that may arise from the integration of Al technologies. To enhance
defense capabilities, this report proposes a micro-segmentation approach that emphasizes
automation, usability, and manageability, envisioning how automated risk isolation can improve the
reliability of smart grids and emerge as a key trend in future cybersecurity governance. Finally, it
discusses how Al governance and evaluation technologies can be applied in the smart grid domain

to achieve risk-controllable and trustworthy Al deployment.
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Abstract

Distributed Denial of Service (DDoS) attacks, which exploit large numbers of compromised
computer systems to overwhelm a specific target, pose a serious threat to network security. Timely
detection of DDoS attacks is therefore of critical importance. In recent years, machine learning and
deep learning techniques have been widely applied to DDoS detection, yielding encouraging results.
However, this study focuses on a novel variant known as adversarial DDoS attacks, which are capable
of easily evading existing detection systems. To simulate such attacks, we employed CycleGAN, a
symmetric generative adversarial network architecture, to generate adversarial traffic and evaluate
its impact. Experimental results demonstrate that these synthetic attacks can readily bypass various
machine learning-based detection systems, including Random Forest, K-Nearest Neighbors, Support
Vector Machine, and Naive Bayes. To counter this threat, we propose a novel detection framework
termed Symmetric Defense Generative Adversarial Network (SDGAN). This framework leverages
two symmetric discriminators to simultaneously detect adversarial DDoS traffic. Comparative
experiments show that SDGAN achieves superior performance, with a true positive rate of 87.2%,

thereby exhibiting strong defensive capability against adversarial DDoS attacks.
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Abstract

This study investigates cybersecurity risk identification and defense mechanism deployment for
secondary substations under the IEC 61850 standard. With the growing complexity of smart grids,
substation automation systems are becoming increasingly sophisticated while simultaneously
exposed to heightened cybersecurity threats.

Using a systematic Industrial Control System (ICS) risk assessment methodology, this research
examines the risk assessment process and its implementation in IEC 61850 environments. A
dedicated vulnerability discovery and analysis platform was developed to support asset-level risk
identification, providing practical tools for enhancing cybersecurity management in power systems.

Furthermore, the study proposes defense strategies in key areas such as network segmentation,
security configuration baselines, and continuous monitoring. The results offer valuable references
for substation operators and equipment manufacturers, thereby contributing to the overall security

and reliability of smart grids.
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Abstract

Building on the development of an IEC 62351-based robustness and compliance testing
platform, this study advances into vulnerability scanning and penetration testing, extending the scope
of evaluation from the original testing platform to include an IEC 61850-based energy storage
information and communication monitoring and control system, as well as a photovoltaic (PV) power
generation and smart monitoring platform.

The testing plan encompasses three domains : (1) the [EC 62351 Power System Robustness and
Compliance Testing Platform, a dedicated cybersecurity testing environment primarily used for
validating security tools and conducting training, and the most isolated from real-world systems ;
(2) the IEC 61850 Energy Storage Information and Communication Monitoring and Control System,
located in a laboratory setting with both simulated configurations and physical equipment, offering
a semi-realistic testing environment ; and (3) the PV Power Generation and Smart Monitoring
Platform, which most closely resembles real-world operational conditions.

The penetration tests comprise two main components : vulnerability detection and vulnerability
verification. The outcomes provide practical insights into the identification of cybersecurity risks
and the formulation of defense strategies, offering valuable references for enhancing the security and
resilience of power systems.
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Abstract

In line with the national smart grid development plan, Taipower is tasked with the construction
and implementation of the smart grid. Among its key initiatives, information and communication
security, as well as the application of distributed energy resources, are critical components in
advancing smart grid deployment.

The large-scale and geographically dispersed deployment of distributed renewable energy
resources poses challenges for enterprise communication networks, which often cannot provide full
coverage. This makes data collection and integration difficult. Moreover, communication across
domains and over the Internet further amplifies cybersecurity concerns.

This paper introduces core smart grid standards, analyzes the XMPP communication protocol
and its security enhancement mechanisms, and further examines cybersecurity regulations and testing

applications for distributed energy resources.
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